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COMPANY NAME:  ___________________________________________________ 
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1. PURPOSE: 

Instant Messaging (IM) platforms such as “WhatsApp” have become common practice 

in the work environment and is often used as primary mode of communication among 

employees. The employer recognises that it has a duty to protect its employees from 

possible abuse and over exposure to this form of communication whilst recognising 

the inherent utility and usefulness thereof in its operations. The purpose of this policy 

is to set clear guidelines for Employers whereby they may govern the use of IM 

platforms in so far as it relates to its operations, and secondly to set standards to which 

Employees will be held in respect of the use of same within the scope of their 

employment. These guidelines, which is interchangeably referred to as “this Policy” 

focuses on the use of “WhatsApp” in particular but will apply to any other IM platform 

that may be in use from time to time, such as “Telegram” and/or other similar 

applications.  

 

 

2. SCOPE: 

These guidelines serve to provide standards of professional practice and conduct 

when using Instant Messaging platforms in particular and does not apply to or override 

policies relating to Internet Usage, Social Media or Email use. It does, however, extend 

to the use of such applications at any stage where such use is directly related to the 

Employers operations and/or its employees and it is stressed that this policy will be 

applicable at all times where an objective link to the employer (nexus) exists	



 

irrespective of whether same occurs within ordinary working hours or otherwise and/or 

on the employer’s premises or otherwise.  

 

 

3. DEFINITIONS: 
 
• “Instant Messaging” refers to a mode of communication whereby text and/or 

multimedia in the form of audio, photographs or video clips are sent from one 

digital device to another through the use of an application specifically designed 

for that purpose. Instant Messaging (IM) is also used interchangeably with 

“WhatsApp” in this policy - however may refer to other similar applications in 

use that serve a similar purpose.  

 

• “Direct messaging” implies that a message, of whatever nature, is sent to a 

specific individual through the IM platform intended as one-on-one or peer to 

peer communication to the exclusion of all others. This message is intended for 

a specific recipient as opposed to a “Group Message” intended for a larger 

audience. 

 

• “Group Message” or “Share” refers to any message, of whatever nature, sent 

within a pre-defined “Group” to multiple recipients or “members” simultaneously.  

 

• “WhatsApp Group” and/or “Group” refers to specific functionality within the 

application which allows multiple users to be grouped together for the purposes 

of exchanging messages or information with all other members within the group 

simultaneously. It creates an environment whereby the recipients of these 

messages may respond thereto, which response then similarly becomes visible 

to the entire group. These groups may consist of as few as three members but 

may also consist of hundreds of individual members depending on the purpose 

of the Group and the intended audience. 

 

• “Unsolicited content” will include cartoons, jokes, quotations, inspirational 

messages, memes or other similar content that has no other justifiable purpose 

and may be considered as “spam”. 

 



 

• “Inappropriate content” includes unsolicited content but extends to any content 

of a hateful or distasteful nature, especially when of a sexual nature or where 

same is associated with discrimination based on race, religion, culture, sexuality, 

gender or other similar constitutionally protected right, in which case it shall be 

deemed “Grossly Inappropriate”. A message may be considered inappropriate 

even when it merely contains undertones of / insinuates / implies or otherwise 

would cause the reasonable person to draw a likely conclusion from its contents. 

Every matter will be considered based on its merits. It must be stressed however 

that with regard to the Political landscape of South Africa and its inescapable 

history of racial discrimination being deeply rooted, any such content, regardless 

of which race it refers to will be deemed Grossly Inappropriate and subject to 

severe disciplinary action should it be found to be discriminatory. Jest or joking 

will not be considered as valid defences as it may cause unintended harm 

nonetheless.     

 

 

 

4. OBJECTIVES: 

These policy guidelines establish the principles for:  

• employees using instant messaging in direct peer to peer official communication 

between themselves and in certain circumstances with clients, and under which 

circumstances such communication is deemed appropriate or otherwise; and  

• the use of “groups” set up by management and/or employees intended for a 

larger audience.  

The intention is to provide:  

• a reasonable standard of professionalism for employees to adhere to;  

• to set out the potential benefits and risks associated with this mode of 

communication to the image of the company and to individual employee’s rights;  

• guidance in best-practice use of these platforms noting the limitations in the 

expression of emotional context in case of text messages;  

• guidance as to what would constitute inappropriate conduct which may under 

certain circumstances have serious disciplinary consequences.  

 



 

5. RECOGNITION AND COMPLIANCE: 
 
• WhatsApp is deemed an integral and necessary part of company communication 

between its Employees directly or through Groups and in particular with 

Management. Lawful instructions may be issued over WhatsApp and Employees 

are expected to action such instructions during working hours as soon as 

reasonably possible after receipt thereof. WhatsApp also plays a vital role in 

coordination, teamwork as well as Company cohesion and it is recognised as 

one of the primary methods of Communication.  

• Where WhatsApp Groups have been created and an employee is assigned as a 

Member of such Group(s), it is a requirement that the employee remain a 

Member of the assigned Group for the duration of his/her employment, 

alternatively the duration of the Group’s existence. Failure to do so will amount 

to a breach of this company policy and be subject to Disciplinary action in the 

absence of good cause. Furthermore, should the employee for whatever reason 

seize to be a Member of such a group and fail to bring same to his/her Managers 

attention, any instructions giving on the Group will be deemed to have been given 

to him/her as though he/she was a member of the Group and it will be his/her 

sole responsibility to ensure that he/she are at all times informed as to the 

information exchanged on such Groups while he/she is not a Member.  

• Should an employee be accidentally removed from a Group, his/her Manager 

will reinstate him/her as soon as he/she is informed by the employee of such 

removal. 

• Should the employee have any objection to any portion of this policy, he/she 

must advise his/her Manager in writing and provide reasons for the objection. 

The employee’s personal circumstances will be considered in resolving the 

matter at the sole discretion of the Employer and it is stressed that his/her 

acceptance or otherwise will not affect the operation of this Policy which the 

Employer elects to enforce and hereby informs the employee thereof 

accordingly. No relaxation of rules should be construed to be a waiver of any 

terms contained in this Policy nor will same affect the application and 

enforceability of the policy in general. 

 

 

 

 



 

6. APPLICATION: WORKING HOURS 
 
• The company will not issue instructions outside of ordinary working hours, with 

the exception being “emergencies”. In which case the context should clearly set 

out the urgency of the matter at hand. If an employee is unable to attend to an 

urgent instruction given outside of ordinary working hours, the employee must 

advise the person giving the instruction accordingly so that alternative 

arrangements can be made. These instructions should be kept to a bare 

minimum and the employer should be mindful that the employee is for all intents 

and purposes “off the clock” and that mandatory resting periods should be 

adhered to as far as practically possible. 

• An employee is permitted to “mute” work groups outside of ordinary working 

hours and need not respond to messages should it be inconvenient to do so. 

Unless the employee is part of an emergency response team, including any 

person in charge of keys and access to premises in the event of alarm activation 

or on a “critical maintenance team” where manufacturing may be halted due to 

unforeseen breakdown, or on call for any similar eventuality in the ordinary 

course of his/her employment and by agreement. 

• An employee will not be subjected to disciplinary action for failure to respond or 

failure to follow a lawful instruction outside of his/her ordinary hours unless 

he/she has agreed thereto and then fail to do so. 

• In case of an emergency after hours, management should consider other forms 

of contact unless a group is specifically created for that purpose and same is 

clearly communicated and agreed to, in which case messages on such groups 

should always be treated as direct urgent instructions requiring a response.  

• The Employer is aware of mandatory resting periods as provided for in the Basic 

Conditions of Employment Act and is aware that issuing instructions outside of 

ordinary working hours is considered an interruption of such resting period. 

Overtime remuneration may be payable, unless he/she is excluded from such 

payment by virtue of position or earnings threshold. 

• Any instructions given during ordinary working hours or during agreed upon 

overtime should be attended to as soon as practically possible and clear 

communication should follow in the event that he/she is not able to do as 

instructed. 

 

 



 

7. APPLICATION: PRACTICAL EXAMPLES 

• Scenario 1: In the event that an employee being directly instructed, be it through 

direct message or by name in a group message and he/she is not able to attend 

to the instruction, clear communication to that effect should follow as soon as 

possible.  

• Scenario 2: In the event of a general request to a group of employees where any 

one of the members can complete the task, only the one who will be able to 

complete the task should respond in the affirmative. Do not respond in the 

negative, i.e. – do not say “not me” or “I can’t” – rather wait for someone to 

respond that can attend to the necessary. If no one responds, the person issuing 

the instruction will send follow up messages at which stage negative responses 

or reasons might become appropriate in order for alternative arrangements to be 

made or prioritization to occur. This keeps the group clear of unnecessary “white 

noise” of dozens of “I can’t” messages coming through at the same time and 

potentially causing the person to miss the one that says “I will do it”. If no further 

messages follow at all, make the necessary enquiries.   

• Scenario 3: The same applies to specific questions such as “does anyone have 

the number for XYS (Pty) Ltd”. If an employee does not know the answer - keep 

quiet until someone who does know the answer responds. Follow the same 

course of action as in Scenario 2 should NO responses be forthcoming at all.  In 

such a scenario be proactive and attempt to assist the person or direct the person 

to someone that might be able to assist, where possible. If an employee’s 

position is such that he/she is required to relay information such as contact 

details or seeing who else is available, he/she will have an increased duty to 

keep up with any Group messages that may be coming in. 

• Only if a message specifically asks for a confirmation of receipt, such as updated 

arrangements regarding a venue change for an important meeting the group has 

to attend, should he/she respond to group requests in general where he/she is 

not able to do anything to action the message itself. This is to ensure that 

unnecessary (not helpful) messages are kept to a minimum during such times 

when the Group is in use for its intended purpose. That is to say, where he/she 

is not able to assist in resolving a query or to attend to an instruction he/she must 

remain silent unless it becomes clear that no one is responding, then he/she as 

a person who has seen the message will need to respond and attempt to assist 

the person waiting on a response or at least acknowledge that he/she is not able 



 

to assist (The waiting period is generally 1 minute after which time someone 

needs to respond or the duty falls to him/her) or alternatively if he/she IS ABLE 

to do what was requested in scenario 1 & 2 then immediately advise accordingly 

so that everyone knows it is being taken care of. Even if he/she cannot 

immediately do it but will be able to do so shortly, acknowledge and provide a 

timeline so that the person on the other end of the request knows what is going 

on and that progress is being made on their request. This is a positive response 

and is what is sought. 

• Be acutely aware that it is possible to see who has received the message in 

question and therefore never willfully disregard instructions / requests for 

information or assume that someone else is going to do it if he/she is indeed able 

to. An employee may be required to provide reasons why he/she was not able to 

complete a task issued to the group and failure to do so satisfactorily may result 

in disciplinary action being taken. 

 

 

8. APPLICATION: SOCIAL 
 
• The company appreciates that there is value in social interaction in Groups and 

that appropriate social messages, especially during off peak periods are creates 

a positive work environment and a sense of community among the Employees. 

Limited unsolicited content may therefore be shared without it amounting to 

abuse or inappropriate behaviour in and of itself. This will however be strictly 

monitored for volume and content as it is also recognised as a source of 

frustration to some members who should be respected. Please note that an 

employee may at any stage be requested to reduce or instructed to refrain from 

sharing such content. Failure to follow such an instruction will be a disciplinary 

offence. 

• PLEASE NOTE that sharing of inappropriate content, whether in a WhatsApp 

Group or Direct Message, where there exists a link (nexus) to the Employer, is 

considered to be a Disciplinary offence. (Examples of a nexus include: messages 

sent to a fellow Employee, a client or shared publicly while his/her profile is 

associated with the Employer through business cards, etc.). Common sense 

should dictate what is appropriate and what is not. If in doubt, it is likely not 

appropriate to send it. Any behaviour that aims to insult or diminish another 



 

personally or professionally should be avoided. Conflict should be resolved in 

person and arguing in a group merely serves to publish his/her argument and is 

not appropriate. If he/she made a mistake, acknowledge it and attempt to rectify. 

Blaming and shaming others, even when it is their fault serves little purpose other 

than to elevate or exonerate him/herself and such behaviour is highly frowned 

upon. If it is a negative discussion about someone else’s error and he/she knows 

who the person is, take it to a direct message discussion to resolve. This is one 

of the fundamental rules, if it has relevance to a specific person only, it does not 

belong on the Group, it belongs in a Direct Message. Making inappropriate jokes 

or swearing / depicting violence or similar behaviour will be deemed 

Inappropriate. 

• Sharing Grossly Inappropriate content such as Pornographic material, depictions 

of vulgarity / inhumane treatment of animals / violence or abuse of children / 

sexual assault / excessive and crude swearing / sexual harassment / sexual 

innuendo and/or any other abusive behaviour may similarly lead to a Disciplinary 

Hearing and Summary Dismissal may follow depending on the merits and 

severity of the matter. 

• Employees should be mindful of data intensive media files which may not be 

appropriate to share in a group. 

• Employees are free to create separate social groups as they please, should they 

wish to share content that is not necessarily inappropriate but perhaps 

inappropriate for the audience at large. The company encourages social 

interaction among its employees and acknowledges the teambuilding benefits 

associated with such less formal Groups. Employees should however be mindful 

of the content shared. Should the purpose be to share negative sentiments about 

the Company or criticizing and berating Management this will likely have the 

opposite detrimental effect and may well be seen as Incitement or Conduct 

Detrimental to the interests of the employer and subject to Disciplinary Action. 

Such conduct is known to fuel low staff moral and opinion and can inadvertently 

become insidious in nature. Should any employee be uncomfortable with the 

subject matter of a specific social group they are to report same to the Company 

who in turn has the right to insist that such Group(s) be closed - as undoubtedly 

there still exits a nexus to the employer.  

• It is reiterated that these Groups are however not discouraged as a rule but rather 

Employees are reminded to be conscious of what content they choose to share 

with each other as WhatsApp is ultimately a recorded mode of communication 



 

and there can be no anticipation of privacy where content is shared in a Group 

setting during working hours with co-workers. 

• Should the employer insist on perusal of such conversations they are fully 

entitled to do so as the employer has the right to monitor employee 

communication during working hours or when using company equipment. An 

employee may refuse to hand over their personal phone based on their right to 

privacy and the Employer may not force an Employee to do so. However, it is 

stressed that in terms of this Policy the employer may demand a printout of the 

WhatsApp Group created by an employee for the purpose of communication 

between various other employees especially if it has a reasonable suspicion that 

misconduct is taking place. The employee acknowledges that he/she has hereby 

been made aware of such right to monitor such and similar communication. 

 

 

9. APPLICATION: CLIENTS 

 

• It is noted that due to its popularity and convenience clients may sometimes opt 

to send a WhatsApp message rather than calling him/her. This has in fact 

become rather common practice and it must be borne in mind that clients often 

do not subscribe to policies dictating what constitutes appropriate methods of 

communication. Should a client initiate contact via WhatsApp, he/she may 

respond in kind whilst remaining cordial and professional at all times. Under no 

circumstances should an employee initiate contact with a client via WhatsApp 

other than at their specific request.  

• Should he/she wish, he/she may elect to phone the client as an alternative to 

responding over WhatsApp, however, in such event the phone call should be 

made without any unnecessary delay as the client is most likely aware that 

he/she have read their message, yet he/she is failing to revert. As stated, the 

client is most likely not bound to the same standard (Policy) as the Employee in 

this scenario and may well send messages at inappropriate times and outside of 

office hours. Should he/she not be able to assist the client, advise him that he/she 

will attend to the query as soon as he/she get to the office – then remember to 

do so. Should a clients’ WhatsApp messages become inappropriate or wholly 

unreasonable, approach his/her manager for assistance and guidance at the first 

available opportunity. Do not allow client messages to go unanswered, even if 

someone else phones the client on his/her behalf, reciprocal contact should be 



 

made as soon as possible. Remember that the image of the company should be 

his/her primary focus during this time. When in doubt refer to his/her manager 

for guidance. In the event that he/she do discuss a matter over WhatsApp always 

be mindful that WhatsApp does not always correctly convey intention or emotion 

and a curtesy call will always ensure that the correct information was conveyed 

and perceived as intended. 

• Be mindful of privacy settings and which information is available to clients and/or 

which information is only available to his/her contacts. Should his/her settings be 

public and his/her cell phone number be provided to clients, for example on 

business cards, then his/her WhatsApp profile may be seen as an extension of 

the Company and he/she should be extremely cautious of sharing inappropriate 

content with the public as he/she may be held accountable under the appropriate 

social media policy / disciplinary code. 

• NEVER forward unsolicited content to clients regardless of how well his/her 

professional relationship has been established. Always remain professional in all 

interaction and especially on WhatsApp, as over familiarity due to the perceived 

informality may pose a potential risk. This will be discussed further below.   

 

10. GENERAL GUIDANCE TO EMPLOYEES: 
 
• It must be stressed that the most dangerous pitfall to the use of instant 

messaging is that it is open to abuse by inconsiderate users, either in the timing, 

the content or the consideration given to messages before they are sent. The 

nature of this form of communication is inherently less formal and in part because 

it often occurs away from the “office environment”, it can quite easily lead to 

uncomfortable situations where one oversteps the boundaries of familiarity with 

a fellow employee. It can similarly lead to incidents of insolence towards 

management if he/she is not mindful of his/her language. 

•  As frequency and familiarity in the manner of communicating increases one 

often finds that employees “forget” the structural hierarchy of the company. This 

may be very difficult to correct once overstepped and may ultimately necessitate 

disciplinary action - to the shock and utter disbelief of the said employee who 

laboured under a mistaken belief that he and his Manager are “buddies on 

WhatsApp” or that his “Memes are priceless”. Always remember who he/she is 

communicating with and be conscious of the company structure and where 

he/she fit into it. 



 

 

• It must also be borne in mind that this is not a popularity contest and that the 

ability to speak while all others “listen” doesn’t mean he/her should. Quick witted 

or “sharp” responses might seem hilarious, but when unnecessary in the context 

- it may well be construed by others as grandstanding or attention seeking 

behaviour and negatively affect how his/her are viewed, especially by group 

members that his/her do not necessarily work closely with in real life.  

Should he/she receive content which he/she believe to be unsolicited to such an 

extent that it causes discomfort or inappropriate content from a client, he/she 

should bring same to the attention of his/her manager who will assess the 

situation and may intervene and take appropriate action or provide guidance on 

how to deal with the matter appropriately. Remember that although informal 

WhatsApp remains a recorded method of communication and he/she will be held 

accountable for his/her actions. 

• There must also be appreciation for Human Error in general. Should a message 

intended for a personal recipient unintentionally be shared on a work Group 

he/she is to advise his/her Manager of the error immediately so as to avoid the 

possibility of being misinterpreted. Should Inappropriate content be shared in a 

similar light which causes embarrassment, a counselling session will be held so 

as to manage the negative effects and provide the employee with support 

throughout this period. Managers should act firmly against those individuals who 

may exploit a potentially vulnerable situation and discourage gossip especially 

while an investigation of any nature in ongoing.  

Management will do all that can reasonably be done to protect an employee who 

has in genuine error created an objective situation of discomfort or 

embarrassment. In extreme scenarios a group may be temporarily closed and 

re-launched should it not otherwise be possible to remove the content so shared. 

This in no way absolves employees from applying reasonable care and 

confirming the correctness of the recipients especially where the content is likely 

to cause discomfort should it fall within the public domain, the employee, 

however,  ultimately bears the responsibility in that regard and the employer will 

not be held liable for any damage to reputation whish may follow. Best practice 

dictates that he/she refrain from sharing morally compromising content by way 

of instant messages in its entirety should his/her wish to have complete piece of 

mind. 

 



 

 

• Disciplinary Offences which his/her may unintentionally become guilty of without 

proper care and due diligence include: Placing the Company name into 

disrepute, insolence, rude & disrespectful behaviour or communication, failure to 

follow a lawful instruction, failure to comply with Company policy and procedure, 

incitement, gross negligence and actions detrimental to the interests of the 

Employer. Before sharing any content, especially in Group environments: 

1) Is it necessary?  

2) Is it appropriate for the audience? 

3) Is it now a good time? 

 

This policy will be available for inspection at any time after implementation, 

 

 

SIGNED AT __________________ ON THIS_______DAY OF_________________20____ 

 

 

____________________     __________________ 

EMPLOYER       DATE 

 


